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Before beginning, note that you must have been granted access to “WEB-SSO LVH PULSE CLIENT” via
either the WISAR process or a request through the 1/S Support Center. If you encounter problems
AFTER following these instructions, please contact the LVHN 1I/S Support Center at 610-402-8303
option 1.

NOTE: The first time you attempt to log in to the LVHN remote portal, you will be prompted to:
1. Enroll in “two factor authentication”, if you have not already enrolled (one time enrollment)
2. |Install the Pulse Secure application on the MAC (one time install for each device)

< [Em) = intranet.lvh.com ] [+] ui]
Pulse Connect Secure | Favorites | Sign out
. Lehigh Valley
s Health Network A PASSION FOR BETTER MEDICINE."
SSL-VPN Remote Access
Username If you have recently upgraded your Windows Operating System to Windows 10, please click here for further
Password instructions.
Notice:

Signin | Help/FAQ

LVHN has introduced two-factor authentication when signing into the LVHN VPN Portal. Colleagues and vendors signing
into this portal will be prompted to enroll in two-factor authentication. Step by step instructions will be sent to LVHN
colleagues in preparation for this enhanced layer of security, and on the intranet. The IS customer support center is
available for further assistance.

Windows users need to use Internet Explorer when accessing this site in order for it to work consistently.

Attention: Authorized Users Only

This network and its systems are the property of Lehigh Valley Health Network and may only be used and accessed
for legitimate business purposes. All Users have a responsibility to use LVHN's computer resources and the Internet in
a professional, lawful and ethical manner. Misuse of the computer network or the Internet may result in disciplinary
action, as per LVHN policy, or legal liability.

After entering the login ID and password, the following screen appears (if you have not already
enrolled in the LVHN two factor authentication process). If you have already registered for two factor
authentication, but this is a new device, you will be brought to STEP 3.

This first step will provide the option to select either:
1. Receive an SMS text message to your smart phone
2. Use the Imprivata App on your smart phone (downloadable from the Apple App store
or Google store.
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Option 1: Receive a text Message to Smart Phone with a code to enter each time you log in

Enter “S”, and press “Sign In” to skip this method, proceeding to register instead with an SMS
code:

Challenge / Response

Challenge: Enroll Imprivata ID (TM) in 4 steps. (1) Install the Imprivata ID app on your smartphone, (2) Open the app, (3) Locate the 12
character Serial Number and enter it below, or enter S to skip.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

Response: || |

| Sign In H Cancel ’

Challenge / Response

Challenge: (STEP 2) A text message was sent to your mobile phone (XXX)XXX-XXXX &, Enter the verification code from that message, or enter
R to retry.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

Response: || I

I Sign In ” Cancell

ol VZW WI-Fi T 12:09 PM (= e

< €) ®

~
(781) 676-3201

Text Message
Today 11:52 AM

262992 is your Imprivata one-
time verification code.

855935 is your Imprivata
one-time verification code.

637298 is your Imprivata one-
time verification code.
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Now that you have enrolled your smartphone in the LVHN two factor authentication, each time you
sign in to the LVHN remote portal, you will receive a text message to your smart phone with a code.
You will need to enter this code on the LVHN web page when prompted.

Option 2: Imprivata App on Smart Phone- click ALLOW on your smart phone each time you log in

Challenge / Response

Challenge: Enroll Imprivata ID (TM) in 4 steps. (1) Install the Imprivata ID app on your smartphone, (2) Open the app, (3) Locate the 12
character Serial Number and enter it below, or enter S to skip.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

Response: || I

| Sign In H Cancel \

From your iPhone:
- Open the Apple App store
- Search for Imprivata
- Download the Imprivata ID application
- After the Imprivata ID has finished downloading, open the Imprivata ID app
- Enter the 12 digit code into the response on the LVHN web page (above) and select ‘Sign In’
- You will receive a notification on your phone to Allow or Deny.
- Select Allow
From your Android Phone:
- Open the Google Play store
- Search for Imprivata
- Download the Imprivata ID application
- After the Imprivata ID has finished downloading, open the Imprivata ID app
- Enter the 12 digit code into the response on the LVHN web page (above) and select ‘Sign In’
o NOTE: if you do not see all 12 characters, turn your phone 90 degrees
- You will receive a notification on your phone to Allow or Deny.
- Select Allow

Now that you have enrolled your smart phone, each time you attempt to log in to the LVHN remote
portal, you will receive a prompt on your phone to Allow or Deny. Select Allow and your login process
will continue.
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Select DOWNLOAD to begin downloading the Pulse Secure application to the MAC

< [im] & intranet.lvh.com & o M0 a

Pulse Secure Application Launcher ‘mac snipping tool - Google Search =+
o0 @ d Lehigh Valley
Bt Health Network

v 77 Favorites
& Apple . . .
& iCloud Searching for the application launcher...
Yahoo
Bing
W Wikipedia
[ Facebook
[1] Twitter
[T] Linkedin
I The Weather Channel
% Yelp 19
& TripAdvisor

¥ ] Generator

N (1 s P B If you know that the application launcher is not installed, skip the wait and download now

@ www.allbrands.com/image...

If you do not want to praceed, please click here to go back.

d Lehigh Valley
Health Network

It appears that the application launcher is not installed. Download now to
proceed.

Or, if you still believe that the application launcher is already installed, you can Try Again to find it.

If you do not want w0 proceed, please click here to go back.

Find the PULSESECUREAPPLAUNCHER install from your download icon (upper right in the Safari

) O M O

Browser or lower left task bar if in Google Chrome, like below.)
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After the application launcher has completed downloading, follow these
installation steps.

J  PulseSecureApplaun...dmg ~ ~
= PulseSecure

— )
Click “Continue”

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

A new window will appear. Double click the PULSESECUREAPPLAUNCHER.MPKG icon

[ NON ] — PulseSecureAppLauncher.8.3.5.1491

-
PulseSecureApplLauncher.m
pkg

Select CONTINUE after the launcher appears

® 0 '« Install Pulse Secure Application Launcher a

Welcome to the Pulse Secure Application Launcher Installer

Welcome to the Pulse Secure Application Launcher for Mac
@ Introduction installer. You will be guided through the steps necessary to
it G install this software.
Installation Type
Installation

Summary

A\

Pulse Secure

Continue
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After the Pulse Secure installation has completed, click CLOSE.

| [ ] & Install Pulse Secure Application Launcher [a]

The installation was completed successfully.

Introduction
Destination Select
Installation Type

Installation
o Summary The installation was successful.

The software was installed.

Q

Pulse Secure

When asked to move the installer to the trash, select MOVE TO TRASH.

= B Do you want to move the “Pulse Secure

b A Application Launcher” Installer to the
Trash?

To keep this package and disk image in its current
location, click Keep.

Keep Move to Trash

When asked to open the Pulse Launcher, select ALLOW.

Do you want to allow this page to open
"PulseApplicationLauncher”?

Cancel Allow

When prompted to allow Pulse Secure to contact the server, select ALWAYS.

Pulse Application Launcher

Do you want to allow Pulse Secure to contact the
\" server andfor download, install, execute software from
the server?

Server Name : intranettest.lvh.com
Product Name : Pulse Secure
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The following will appear when it’s downloading and installing Pulse:

@ intranet.lvh.com ¢ © T

<
Lehigh Valley -
dHeaIth Network gz, B o O 0

Browse }

Welcome to the LVHN SSL-VPN Portal, 10350.

Web Bookmarks

1[& citrix Web Interface Downloading Pulse Secure. Please wait...

This Is for Wingows 7/8/10 ana Mac users. *N
Download 59% complete.
1@ Lawson/Infor

& LVH Intranet Website
& LVHN Daily_

& Analytics Portal

& citrix Storefront

(] Setup: Pulse Secure

Cancel

it
Baa 66 aff
4

Windows Files
& GDrive
& XDrive
Pulse Secure Start

Your Mac will prompt you to sign in with the Mac administrator password to allow it to install the
program. Please sign in with your administrator password for the machine.

# intranetlvh.com

< i}

Lehigh Valley
Health Network

B P e O

Logged-in as:
10350 Home  preferences 1%%*® Halp  sign out

| Browse |

Welcome to the LVHN SSL-VPN Portal, Ir~"~

. PulseSetupClient wants to make changes. Type
Cltrix Weh Interface = i . your password to allow this.

This is for Windows 7/8/10 and Mac
Lawson/Infor Lﬂ&
LVH Intranet Website
LVHN Daily_

Analytics Portal

Citrix Storefront Cancel

Windows Files

Password: +eeeesss

L s s s I e |

[& G Drive
[@ X Drive
H rulse secure start

Once connected, you will see the following:

[ JoN ) & Pulse Secure

Connections

» SSL VPN Disconnect

Connected —

=17
You will also see this icon at top right “ of the screen.

LVHN Remote Access for Mac 2018 Lehigh Valley Health Network July 5, 2018



1. Once the useris connected to Pulse, have them navigate to www.citrix.com to install the latest
version of Citrix Receiver for Mac. (Note: At time of this document, it is Receiver 12.9.1)

= citrix.com

Mobiice Your Busness wth Secure App and Data De_

ciTRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that provides
access to your XenDesktop and XenApp installations. With this
free download you can access applications, desktops and data
easily and securely from any device, including smartphones,
tablets, PCs and Macs.

Download Receiver for Mac

About Installing Citrix Receiver

We are making it easier to experience Citrix solutions. Leam more.

2. Click on Downloadsicon @ at top right and open the CitrixReceiver.dmg file.

 orix.com o

VAN BB VI Portal - Home 1 Cn Racover | Mobikae Your Buuiness wh Securo Agp end O On.

Downloads Clow

CITRIX Products Downloads Support & Services Partners [y bt

- PulseSecueAppLauncher.dmg
& e

We are making it easier to experience Citrix solutions, Learn more.

£) / Downloads / Receiver / Receiver for Mac / Receiver 12.9.1 for Mac

Receiver 12.9.1 for Mac

Rele : M N
T R . elease Date: May 2, 2018

= Compatible with
Q Mac 051011,10.12,1013

Download Receiver for Mac
Support Resources

(49.8 MB - .dmg)

Product Documentation & Checksums

SHA256 - 27d71bbb0383f19ed7b74155400¢10a405242C06d9a9798cde66ab36247¢ 2833
Knowledge Center @

Support Forums &2 Fix to enable Receiver auto-update

May 18, 2018
EALRC O ) Download File

Action required to continue auto-updates on Receiver.

If you are experlencing an error message when checking for updates described In article CTX234657
(https://support.citrix.com/article/CTX234657), please download the Receiver Auto Update Tool above. Explanation: A new security
certificate was recently released to further enhance the security of Citrix Receiver. However, this certificate disables Receiver Auto

3. Click on Install Citrix Receiver like below.

ene Citrix Receiver
\
Install Citrix Receiver Uninstall Citrix Recelver
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4. Click Continue and then Continue again.

(e Install Citrix Receiver a @ 2 Install Citrix Receiver e

This package will run a program to Sclias Hcanee Sotennieo

determine if the software can be installed. ! English
To keep your computer secure, you should only run  Introduction

programs of ingtall software from a trusted source. If o Liossias CITRIX RECEIVER LICENSE AGREEMENT

you'Te not sura about this softwara’s sourcs, click

Cancel to stop the program and the instalation.

Destination Sele This is a legal agreement ('AGREEMENT") between you, the Licensed
User, and Citrix Systems, Inc., Citrx Systems International GmbH, or

[ tion Ty Cirix Systems Asia Pactic Pty Ltd. Your location of receipt of this

component (hereinatier "RECEIVER") determines the licensing entity

hereunder (the applicabie entity is hereinafter referred to as "CITRIX").

Cirix Systems, Inc., a Delaware corporation, lcenses RECEIVER in the

Americas and Japan. Citrix Systems International GmbH, a Swiss

nary ‘company wholly owned by Citrix Systems, Inc., licenses RECEIVER in
Europe, the Middle East, Africa, and the Pacific (excluding Japan). BY
DOWNLOADING, INSTALLING OR USING RECEIVER, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF
YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, DO
NOT DOWNLOAD, INSTALL AND/OR USE RECEIVER.
1 GRANT OF LICENSE. RECEIVER contains client software that
allows a device 1o access or utllize the services provided by Citrix server
software products. Use of RECEIVER is subject to the Citrix license
covering the specific edition of the Citrix server software product with
which you will be using this component. Your use of this component is

Cancel

Go Back Continue Print... Save... Go Back Continue

5. Click Agree and then Install.

IO @ Install Citrix Receiver ]
Standard Install on “Macintosh HD"

This will take 110.7 M8 of space on your computer.

Introduction

License Click Install to perform a standard installation of this software
o for all users of this computer. All users of this computer will be

Destination Select

able to use this software.

Installation Type
nstall on

r_ & Install Citrix Receiver -

To continue installing the software you must agree to the terms of
the software license agreement.

1" glick Agree to continue or click Disagree to cancel the installation and
» Lie quit the Installer.
De d Change Install Location

Read License Disagree Agree
Go Back install

6. The Installer is going to prompt for a password for installation permission. Please enter the adminstrator
password for the Mac.

= Installer is trying to install new software. Type
Introdue . your password to allow this.
License
Destinat Username: | macadmin
Installat] Password: | weeseees|
© Installal

s

Add Acd Cancel Install Software
Summat

7. If you see a prompt afterwards asking you to Add an account. Please just click Continue. You do
not need to add anything here.

_r. 2 Install Citrix Receiver =
Add Account
| Introduction If you received instructions to set up Receiver with your email

. or a server address, check Add Account, then click Continue.
License

Destination Select
o Add Account
Installation Type
Installation
© Add Account

R

Continue
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8. Click Close.
—
| @ 2 Install Citrix Receiver -
The installation was completed st fully.
» Introduction
License
Destination Select
« Installation Type
» Instaliation The installation was successful.

¢ Add Account The software was installed.

© Summary

Go Back %

9. After Receiver has been installed. Close Safari completely clicking on Safari at top left and then
Quit Safari OR by going to the Apple icon at top left > Force Quit > Safari.

10. Reopen Safari, go to https://storefront.lvh.com, and sign in again. Note: This site will only work if

o
connected to Pulse. If you are not connected, please sign into https://intranet.lvh.com again.

11. Click on application of choice on the Storefront.

Lehigh Valley 0 = 83
£, Health Network a e

Categories

All Apps

© - =&

12. Screen will briefly show “Starting application...” and application will open like below (example
showing TLC)

Starting application...

Cancel
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4 Lehigh Valley

Heaith Network

Learner

HELP LEARNER DASHBOARD

Welcome to — TSR
The Learning Curve —

Tl _

Orientation

[— ow

TLC VIDEO HELP TOPICS

o Your Timeline (1:00)

« How to register for Instructor
led Training (0:45)

o Search for a Course (0:46)

o Print your Transcripts (1:20)

4QFY18 CORE BUNDLE

« Due June 30,2018

o Click here to learn how to
register for your 4QFY18 Core
Bundle

o Click here for Core Bundle

= Click here for a
4 Quick Overview!
FAQs

Click to view the Learner Orientation

TLCJOBAID X

AN ACCIAMAACAMT

11

13. Once you are done with your application, please make sure to disconnect from the session like below. Click

on Pulse icon at top > Open Pulse Secure > Disconnect OR Disconnect in the icon.

@ PulseSecure File Edit Window Help 2= o 100% B3 Wed Jul 4 8:56:38 PM
Open Pulse Secure

SSL VPN
Disconnect
Exit

Suspend

$ Pulse Secure

Connections

LVHN Remote Access for Mac 2018

Lehigh Valley Health Network July 5, 2018



