c Lehigh Valley
Windows 10 Web-SSO Instructions July 2018 Microsoft Edge o

Note: The following instructions are for use with the Microsoft Edge Browser. For Instructions on connecting to WebSSO
via Google Chrome, Firefox, or Internet Explorer, please see separate documentation for each browser.

1. Open Microsoft Edge .

2. Type Intranet.lvh.com in the address bar and hit Enter. (Do not use www)

5 pulse Connect Secure X

€ - 0 @ a intranetivh.com/c  defa ¥ = L B -

é Lehigh Valley

Health Network A PASSION FOR BETTER MEDICINE"

SSL-VPN Remote Access

Username I:[ The LVHN VPN portal will be upgraded on July 7th at 9:00pm. You should not experience any disruption in service. However, Windows XP devices
Password may not be able to connect after the upgrade. If you are still running Windows XP from your home computer, you will want to upgrade your
operating system (to Windows 7 or higher).

[Signin ] [HelpFaQ |

NOTE: Windows XP has not been supported by Microsoft since 2014.

Attention: Authorized Users Only

This network and its systems are the property of Lehigh Valley Health Network and may only be used and accessed for legitimate business
purposes. All Users have a responsibility to use LVHN's computer resources and the Internet in a professional, lawful and ethical manner. Misuse of
the computer network or the Internet may result in disciplinary action, as per LVHN policy, or legal liability.

3. Sign in with your LVHN Credentials (SUI and Network Password)
4. If you haven’t done so already, you will be prompted to sign up for two factor authentication. You may use
Imprivata ID, an application available in the Google Play or Apple App store or by entering your 10 digit cell

phone number. If you do not wish to use Imprivata ID, skip to step 9. and enter S to skip on screen now.
For Imprivata ID or SMS Text

5. To proceed with Imprivata ID enrollment, you will need to install the Imprivata ID app from the App Store (for
iPhone) or Google Play Store (for Android devices)

@ App Store ssccc T 3:04 PM 2% >

Imprivata

E ey Imprivata D

Imprivata ID adds an extra layer of
security to your account and keeps it safe
from hacking attacks.

For optimal use, allow:

« Notifications
- Location Services
+ Bluetooth Access

i3 imprivata’

6. Open the app and Continue.
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7. Send Notifications set to Allow and Access Location to Allow

“Imprivata ID"” Would Like to Allow "'mPT"’a":! ID" to
o q access your location even
Send You Notifications when you are not using the

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

app?
We will only use your location to
activate Hands Free Authentication if it
is available in your facility.

Don’t Allow Allow Don’t Allow Allow

Enter the 12 digit Serial Number found in the Imprivata App on your smartphone (Starting with IMPR) Do not enter
spaces. Press ”Sign In”

Enter these codes when prompted to
enroll Imprivata ID

Serial Number
IMPR 3072 0011

Token Code

442239

£ imprivatar

Challenge / Response

Challenge: Enroll Imprivata ID (TM) in 4 steps. (1) Install the Imprivata ID app on your smartphone, (2) Open the app, (3) Locate the 12
character Serial Number and enter it below, or enter S to skip.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

You will then be prompted to enter the 6 digit token code found on your cell phone. (There is a 30 second timer to enter
this code before it refreshes to a new code) Press Sign In.
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9. If you do not wish to enroll with Imprivata ID, this is the step you’ll use. If you wish, you may also enroll a 10 digit cell
phone for SMS text message verification (Both are not required, but at least one must be chosen) If only using
Imprivata ID, enter a S to skip and Sign In.

Challenge / Response

Challenge: Enroll SMS code verification in 2 steps. (STEP 1) Enter your mobile phone number with area code, or enter S to skip. Message and
data rates may apply.

Enter the challengs string above into your token, and then enter the ona-tims response in the fisld below.

Challenge / Response
Chalenge: [STEP 2) A text message was sent to your mobie phone {XXXXOGXNE 1@, Enter the vanfication code from that message, of enter
R to retry.

Entar the challange sting above imo your tokan, and then enter the one-tima response in the fiald below,

Rasponsa: [i—l

o]
- sz);n‘u @YEt I
< wv'<l|j-‘;..'f)20|

262992 is your Imprivata ane-
time verlfication code.

10. Every time you log into the portal from now on you will receive one of the following prompts on your cell phone.
Simply press Approve to accept the connection request to the Intranet or if using SMS, enter the 6 digit token..

Wil ATRT = 7:00 AM ¥ 98% mmm):

<0 () ®

+1(781) 676-3201

Text Message

Imprivata ID Today

Approve this access request. 5 =
303201 is your Imprivata one-

time verification code.

Deny Approve
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Installing Network Connect/Pulse Secure for Microsoft Edge browser

NOTE: For Instructions on connecting to WebSSO via Google Chrome, Firefox, or Internet Explorer, see separate
documentation.

11. In Edge, Chrome, and Firefox browsers, you will see the following screen first where the program is
searching for the Network Connect or Pulse Application Launcher. It requires this program for these
browsers:

[ Pulse Secure Application X

O @ | A hipsyintranethhcom/dana/home/psawaitcgirapp=pulsesib=S2Fdana%2Fhomess2Findexcgidic=9%2FdanadZFncis2Fncrun.cgi%3Flaunch nc%3D19%26redir uri%3DX2Fdana%2Fhomese2Findex cgis2psala R T

d Lehigh Valley
Health Network

Searching for the application launcher...

42

If you know that the application launcher is not installed, skip the wait and download now

1 you do not want to proceed, please click hars to go back.

. , I . . Download
If it doesn’t detect that the launcher is installed or you know it is not installed yet, choose .

12. When ‘What do you want do with PulseSecureAppLauncher.msi?” appears, click Run.

5 Pulse Application Launc X

« -5 0 @ A hitpsy/intranet.vh.com/dana-na/setup/psalinstall.cgizb=%2Fdana%2FhomeS2Findex.cgidc=%2Fdana%2Fncd%2Fncrun.cgi%3Flaunch_ncd%3D 1926redir_uri%3D%2F dana%2Fhome%2Findex cgit26psalapp¥%3Dy ¥* *= L ' -
d Lehigh Valley
Health Network

After the application launcher has completed downloading, follow these installation steps.

00 you wand to run hes e

Nae  admie Domrionds PulieSec sdsgsunier mis
ST Pobtorer. it Secue LC

Tipe. Winaows Wutater Package

From CAllers admirDowniasds PeSecu eADpLIY.

[T =

7 Aways sk sedoe ccenmy s the

par e
e et e
youtne Vit 3 the sk

Click “Run”

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting “remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

P

What do you want to do with PulseSecureAppLauncher.msi (1.0
MB)? Run Save [ Cancel X
From: intranet.lvh.com
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13. You may be prompted a few times, “Do you want to allow this app to make changes to your device?”
Please choose Yes.

@ PulseSetupClientOCX64.exe @ Pulse Secure Component Manager Installer

Verified Publisher. Pulse Se;ure, LLC Verified publisher: Pulse Secure, LLC
File origin: Hard drive on this computer File origin: Hard drive on this computer

Show more details Show more details

e T

14. After the Launcher installs successfully, follow the steps on screen that state, “click HERE to continue with
the Pulse Secure launch.”

4 Lehigh Valley
Health Network

After the application launcher has completed downloading, follow these installation steps.

e

Do you want to run this flc?

[ Pulse Application Launcher

> a
@ Pulse Application Launcher has been installed successfully.

% PulseSecurefpplav..msi
b

O

el T

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

B ~a|E| Pulse Secure Applicatior X |+ v

&« O @ A  https;//intranet.ivh.com/dana/home/psalwait.cgi?app =pulse&b=%2Fdana%2Fhome¥%2Findex.cgi& 2Fdana%2Fnc%2Fncrun.cgidaFlaunch_nc3e3D1%26redir_uri%3D%2Fdana%:2 \e%2Findex.cqi%26psala) * = 7 B
Lehigh Valley
Health Network

Searching for the application launcher...

witch apps?

Did you mean to switch apps?

“Microsoft Edge” is trying to open "Pulse Secure Application Launcher”.

If you K

1f you do not want to procesd, please click here to go back.

15. If you see the following prompt, “Did you mean to switch apps?” Choose Yes.
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16. It will show Pulse/NC downloading and installing like below.

4 Lehigh Valley
Health Network

Welcome to the LVHN SSL-VPN Portal, i0350.

Citrix Web Interface
This s for Windoss 7/8/10 and Mac users. *Note: Do not install the new Citrix client i you have used Citrix before.

=}
Lawson/Infor Q
LVH Intranet Website =)
LVHN Daily_ =)
Analytics Portal =

=)

Citrix Storefront

Downloading Pulse Secure. Please wait...

Dowrlaad 60% complete

Pulse Secure

Once connected you should see the following on screen:

] LVHN SSL-VPN Portal - X

O @ A hitpsy//intranet.vh.com/dana/home/index.cqi * = L e

6_
4 Lehigh Valley
Health Network

Welcome to the LVHN SSL-VPN Portal, i0350.

@ citrix web Interface =)
This is for Windows 7/8/10 and Mac users. *Note: Do not install the new Citrix client if you have used Citrix before.
@ Lawson/1nfor =]
@ LvH Intranet Website o
(@ LvHN paily c
1& Analytics portal =)
i@ citrix Storefront o
o L
Windows Files
& Gorive
@ XDrive

[ —

[ pulse Secure [ stant|

17. You can also tell you are connected to Juniper Network Connect by clicking the » at the bottom right of
your screen called ‘Show Hidden Icons’. The icon should look like below (Golden lock with green or grey
circles blinking above it.) When hovered over, it should say ‘CONNECTED’.
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You can also reconnect to Juniper Network Connect or Pulse Secure by going to your Start Menu on the PC.
See below:

Start Menu > Scroll to the letter J > Juniper Networks > Click on Icon called Network Connect. (For Pulse
Secure: All Apps > P > Pulse Secure) If you weren’t connected before, it will connect you now after you log in
and enter token for two factor authentication.

Pulse Secure
New

J
l Java

l Juniper Networks

Pulse Secure
' New

Repair Pulse Secure
New
'*' NC Troubleshooting R

™ REACHit Drive

'@' Network Connect

3

Kindle

Settings

Skype
Skype for Business

Sports

Spotify Music

New

Steam

Sticky Notes

e o

Tamo @@ 0

- OR -

18. Once fully connected, you will see the following, we will now be going to Citrix Storefront or
storefront.lvh.com.

5 LVKN SSL-VPN Portal - X

<« O @ : intranet.lvh.com e =

{5
[0S

= Lehigh Valley
Q Health Network

oo Sign Ou
| [Browse

Welcome to the LVHN SSL-VPN Portal, i0350.

@ citrix web Interface
This is for Windows 7/8/10 and Mac users. *Note: Do not install the new Citrix client if you have used Citrix before.

& Lawson/Infor

& LvH Intranet Website
@ LvHN Daily

@ Analytics portal

B @ cicix storetrons

=3 =

Veindows Filss

{1 O

& Gorive
& X Drive

[ oot Arptction semione |15 =)
Pulse Secure [ stant |

19. You will see the following screen after clicking Citrix Storefront.

@ Secure | https//storefrontivh.com/Citrix/LVH_AppsWeb/

Welcome to Citrix Receiver

= Lehigh Valley
y Use Cltrix Recelver to access your applications and desktops.
#3. Health Network i e
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**|If you do not yet have a compatible version of Citrix Receiver installed, please visit https://www.citrix.com
to install the latest version of Receiver for Windows.**

20. Please choose Download Receiver for Windows.

[ Receiver - Citrix

ciTrix

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that provides
to your XenDesktop and XenApp installations. With this
e download you can access applications, desktops and data
easily and securely from any device, including smartphones,
tablets, PCs and Macs

Download Receiver for Windows

About Installing Citrix Receiver

We are making it easier to experience Citrix solutions. Learn more.

© Where can | download Citrix Receiver on other platforms and devices?

Note: In Edge, the Citrix Receiver.exe file will appear at bottom. “What do you want to do with
CitrixReceiver.exe? Choose Run.

Thank You - Citrix

Fix to enable Receiver auto-update

Action required to continue auto-updates on Receiver.

A new security certificate was recently released to further enhance the security of Citrix
Receiver. However, this certificate disables Receiver Auto-Update functionality. It is important
that you download and install the recently released Receiver Auto Update Tool to restore
Receiver Update functionality.

Download File

What do you want to do with CitrixReceiver.exe (41.4 MB)?
From: downloadplugins.citrix.com
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21. The install for Receiver looks like the following. Press Start.

& Citrix Receiver X

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, including
software that allows access to the applications that use
your browser,
chmpx

1 - Allow applications access to your webcam and
ReCEIver microphone,
- Allow applications to use your location.
- Allow access to local applications authorized by your
company.
- Save your credential to log on automatically.

Click Start to set up and install Citrix Receiver on your
computer.

22. Choose ‘l accept the license agreement.’, then Install.

@ Citrix Receiver X

License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT (d

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc., Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as "CITRIX").

v

| accept the license agreement

Install Cancel

23. You may be prompted to allow the Citrix Receiver program to make changes to your PC. Please choose
Yes. (Installation may take approximately 1-2 minutes or longer depending on machine.)
24. Once install is complete and you see the option for ‘Add Account’ or Finish. Choose Finish.

@ Citrix Receiver X

CiTRIX' :
Receiver

J Installation successful

If you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you can set up an account later.

Add Account || Finish |
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25. If you were prompted to install a ‘Fix to enable Receiver auto-update’, please do so now. Choose
Download File.

| [9 Thank You - Citrix &

s/ /www.citrix.com/products/receiver/thank-yo

Fix to enable Receiver auto-update

Action required to continue auto-updates on Receiver.

A new security certificate was recently released to further enhance the security of Citrix
Receiver. However, this certificate disables Receiver Auto-Update functionality. It is important
that you download and install the recently released Receiver Auto Update Tool to restore
Receiver Update functionality.

Download File

[# Receiver 4.12 for Windc X

& = D) Y @ https://www.citrixcom/downloads/citrix-receive dows/receiver-for-windows-latesthtmi#downloadcomponent_c
Find Downloads
. . Fix to enable Receiver auto-update
Citrix Receiver v
o Jun 4, 2018
525 KB - (.exe) ) Download File
Search Downloads Q

Action required to continue auto-updates on Receiver.
A new security certificate was recently released to further enhance the security of Citrix Receiver. However, this certificate

disables Receiver Auto-Update functionality. It is important that you download and install the recently released Receiver #
Support Resources : )
Update Tool to restore Receiver Update functionality.

FAQs &2 Checksums

. SHA-256 - e181dabadecd190b4e11b242af6a6369761d950fd4f5033f88e7b5e93cc5e761
Product Documentation &

Export or import restrictions
& ® What's new, fixed or updated (Release notes)

2 " u "
Knowledge Center 2 Please review the product documentation 2 for the complete list of features.

Support Forum &

© Receiver for Windows overview

Receiver Updater Cert Receiver Updater Cert

'0' Click Ok to run Receiver Updater Cert Utility ’0' Certificate is up to date

OK | Cancel l

26. After installing Receiver and the Receiver fix update, please close any open browser windows and go to
https://storefront.lvh.com if you are still connected to Network Connect or Pulse Secure. If your

10

connection was lost, go back to intranet.lvh.com and sign in once more. Once connected, go back to Citrix

Storefront. Choose Detect Receiver.
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27. You may see one of the following screens — sign in with your LVHN SUI and password.

T 21| T LN SSLVPN Portal - Hon | @ Citix Receiver x [ T

(ST a storefrontivh.com, % = 2 &

Windows Security

Microsoft Edge

Connecting to storefront.gsibprd.ivh.com.

[ Remember my credentials

oK

-OR-

C | ® nttps//storefrontivh.com/Citrix/LVH_AppsWeb, %@
& LehighValley Need help? Call 610-402-83¢
#3, Health Network P

LVHN Remote Access

Enter your credentials below

Notice:

LVHN has introduced two-factor authentication when signing into the LVHN Portal. Colleagues and vendors signing into this portal will be prompted to enroll in two-factor ication. Step by step i ions will be sent to LVHN colleagues in
preparation for this enhanced layer of security, and on the intranet. The IS customer support center is available for further assistance.

Attention: Authorized Users Only
This network and its systems are the property of Lehigh Valley Health Network and may only be used and accessed for legitimate business purposes. All Users have a responsibility to use LVHN's computer resources and the Internet in a professional,
lawful and ethical manner. Misuse of the computer network or the Internet may result in disciplinary action, as per LVHN policy, or legal liability.

28. Click your desired application from the list below. It should open like normal after a brief period

@ @ e moretrontivh com - @

A HeiNemmork " s =

Categories

All Apps

(€

& oy ; e : @ ML
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29. If this is your first time using Citrix on your workstation, you may see this pop up. Choose Citrix Connection
Manager and “Always use this app to open .ica files. Choose OK.

How do you want to open this file?

[
C} Citrix Connection Manager
& New
Look for an app in the Store

More apps
«/ Always use this app to open .ica files

OK

You should see the following Starting... box then application will open in new window shortly.

© Lawson Infor

Starting...

Cancel

Network Connect/Pulse for Edge -Windows 10 Lehigh Valley Health Network Updated 7/5/2018



