Lehigh Valley
& Health Network

Windows 10 Web-SSO Instructions July 2018 Firefox

Note: The following instructions are for use with the Firefox Browser. For Instructions on connecting to WebSSO via
Google Chrome, Internet Explorer, or Microsoft Edge please see separate documentation for each browser.

1. Open Firefox browsern

2. Type Intranet.lvh.com in the address bar and hit Enter. (Do not use www)

Pulse Connect Secure X | + - m] x

&« C o @ @ https://intranet.vh.com/dana-na/auth/url_default/welcome.cgi e @ In @ =
2 Lehigh Valley
Health Network A PASSION FOR BETTER MEDICINE"

SSL-VPN Remote Access

Username I:l The LVHN VPN portal will be upgraded on July 7th at 9:00pm. You should not experience
password |:| any disruption in service. However, Windows XP devices may not be able to connect after
the upgrade. If you are still running Windows XP from your home computer, you will want
SignIn to upgrade your operating system (to Windows 7 or higher).

el (30 NOTE: Windows XP has not been supported by Microsoft since 2014,

Attention: Authorized Users Only

This network and its systems are the property of Lehigh Valley Health Network and
may only be used and accessed for legitimate business purposes. All Users have a
responsibility to use LVHN's computer resources and the Internet in a professional, lawful
and ethical manner. Misuse of the computer network or the Internet may result in
disciplinary action, as per LVHN policy, or legal liability.

3. Sign in with your LVHN Credentials (SUI and Network Password)

4. If you haven’t done so already, you will be prompted to sign up for two factor authentication. You may use
Imprivata ID, an application available in the Google Play or Apple App store or by entering your 10 digit cell
phone number. If you do not wish to use Imprivata ID, skip to step 9. and enter S to skip on screen now.

For Imprivata ID or SMS Text

5. To proceed with Imprivata ID enroliment, you will need to install the Imprivata ID app from the App Store (for
iPhone) or Google Play Store (for Android devices)

@AppStore ss0oc T 3:04PM a2% W

E b syt Imprivata ID

Imprivata ID adds an extra layer of
security to your account and keeps it safe
from hacking attacks.

For optimal use, allow:

« Notifications
« Location Services
« Bluetooth Access

£% imprivata
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6. Open the app and Continue.
7. Send Notifications set to Allow and Access Location to Allow

“Imprivata ID"” Would Like to Allow "'mpT"’a":! ID" to
g . access your location even
Send You Notifications e N o Usingthe
Notifications may include alerts, app?
sounds, and icon badges. These can We will only use your location to
be configured in Settings. activate Hands Free Authentication if it
is available in your facility.
Don’'t Allow Allow Don’t Allow Allow

8. Enter the 12 digit Serial Number found in the Imprivata App on your smartphone (Starting with IMPR) Do not enter
spaces. Press ”Sign In”

Enter these codes when prompted to
enroll Imprivata ID

Serial Number
IMPR 3072 0011

Token Code

442239

if imprivatar

Challenge / Response

Challenge: Enroll Imprivata ID (TM) in 4 steps. (1) Install the Imprivata ID app on your smartphone, (2) Open the app, (3) Locate the 12
character Serial Number and enter it below, or enter S to skip.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

You will then be prompted to enter the 6 digit token code found on your cell phone. (There is a 30 second timer to enter
this code before it refreshes to a new code) Press Sign In.
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9. If you do not wish to enroll with Imprivata ID, this is the step you’ll use. If you wish, you may also enroll a 10 digit cell
phone for SMS text message verification (Both are not required, but at least one must be chosen) If only using
Imprivata ID, enter a S to skip and Sign In.

Challenge / Response

Challenge: Enroll SMS code verification in 2 steps. (STEP 1) Enter your mobile phone number with area code, or enter S to skip. Message and
data rates may apply.

Enter the challengs string above into your token, and then enter the ona-tims response in the fisld below.

Challenge / Response
Chalenge: [STEP 2) A text message was sent to your mobie phone {XXXXOGXNE 1@, Enter the vanfication code from that message, of enter
R to retry.

Entar the challange sting above imo your tokan, and then enter the one-tima response in the fiald below,

Rasponsa: [i—l

o]
- sz);n‘u @YEt I
< wv'<l|j-‘;..'f)20|

262992 is your Imprivata ane-
time verlfication code.

10. Every time you log into the portal from now on you will receive one of the following prompts on your cell phone.
Simply press Approve to accept the connection request to the Intranet or if using SMS, enter the 6 digit token..

Wil ATRT = 7:00 AM ¥ 98% mmm):

<0 () ®

+1(781) 676-3201

Text Message

Imprivata ID Today

Approve this access request. 5 =
303201 is your Imprivata one-

time verification code.

Deny Approve
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Installing Network Connect/Pulse Secure for Firefox browser

NOTE: For Instructions on connecting to WebSSO via Google Chrome, Internet Explorer, or Microsoft Edge see separate
documentation.

11. In Firefox, Edge, and Chrome browsers, you will see the following screen first where the program is
searching for the Network Connect or Pulse Application Launcher. It requires this program for these

browsers:
Pulse Secure Application Launcher X ]-{- = o X
(€)@ Q [6F"] https://intranet.lvh.com/dana/home/psalwait.cgi?app=pulse&b=%2Fdana%2Fho v 9 ﬁ I @ =

Lehigh Valley
Health Network

Searching for the application launcher...

46

If you know that the application launcher is not installed, skip the wait and download now

If you do not vant to proceed, please click here to go back.

. , - . . load
If it doesn’t detect that the launcher is installed or you know it is not installed yet, choose .

Pulse Application Launcherinstall X | ==

o o

1

“)-> e @ @ @ https:/fintranetivh.com/dana-na/setup/psalinstallogi?h=%2Fdana%2Fhome%2F LR n @

Lehigh Valley P
Health Network

After the application launcher has completed downloading, follow these
installation steps.

| You have chosen to open:

" 15 PulseSecureApplauncher.msi
which is: Windows Installer Package (1.0 MB)
from: https://intranettest.vh.com

Would you like to save this file?

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting “remember” and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

A pop-up window will appear “You have chosen to open PulseSecureApplLauncher.msi” Choose Save File.
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¥ at top right and choose Open File.

12. Click the Downloads button

- Pulse Application Launcher install X

&)=y (G Q ®a https://intranet.lvh.com/dana-na/setup/psalinstall.cgi?b=%2Fdana%2Fhome LU ﬁ v N @ =

Leh igh val Iey l-lerl’ PulseSecureAppLauncher(1).msi
Health Network & openrie

Show All Downloads

After the application launcher has compietea aownioaaing, Tonow mnese
installation steps.

Do you want to run this file?

Name _.admin\Downloads\PulseSecureApplauncher.msi
L Publsher: Pulse Sequce, LLC

Tye: Windews Installer Package

From: C\Users\admin\Downloads\PutseSecureAppLau.

[ ] (o]

1% PulseSecureBpplav..msi 7] Aways sek bedors opening this e

0 Vihile files from the Intemet can be useful, this
W) ootereaty ham your compuser. Oy an
; you trust. Véhat '3 the nsk?

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

If you see the following, choose “Don’t ask me again” and OK.

Open Executable File? X

0, "PulseSecureApplauncher(1).msi” is an executable file. Executable files may contain viruses or other
malicious code that could harm your computer. Use caution when opening this file. Are you sure
you want to launch “PulseSecureApplLauncher(1).msi"?

[] Don't ask me this again

0K Cancel

13. You may be prompted a few times, “Do you want to allow this app to make changes to your device?”
Please choose Yes.

@ PulseSetupClientOCX64.exe

ﬁ Pulse Secure Component Manager Installer

Verified publisher: Pulse Secure, LLC
File origin: Hard drive on this computer

Show more details

BT ] No

Verified publisher: Pulse Secure, LLC
File origin: Hard drive on this computer

Show more details

L Yes No
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14. After the Launcher installs successfully, follow the steps on screen that state, “click HERE to continue with
the Pulse Secure launch.”

B Pulse Application Launcher

"o 3
@ Pulse Application Launcher has been installed successfully.
b

Cpwn e Lt nomy amony

Do s ot o s B e Y

ﬂ Nore b D Pt s
Rpdew  Nus s, UL
Toe  Wotams b Ay

L e e e
e e e e
s S3 W)

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch,
We recommend selecting "remember” and "always™ during the installation process.

Once the Pulse Secure application Is installed and started it will appear In your system tray.

You may see the following pop up appear. Please select Pulse Secure Application Launcher and Remember
my choice for pulsesecure links. Choose Open Link.

Launch Application X

This link needs to be opened with an application.

Send to:

Pulse Secure Application Launcher

Choose other Application Choose...

[ Remember my choice for pulsesecure links.

This can be changed in Firefox's preferences.

o [omm]

15. You will see the following on-screen when it downloads/install Network Connect or Pulse.

Setup: Pulse Secure

Instaling Pulse Secure: 33% complete. Please wait...
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Once connected you should see the following on screen:

- LVHN SSL-VPN Portal - Home X Y New Tab X + = O
<) - C @ & https://intranet.vh.com/dana/home/index.cgi e @ % ¥ N D =
Lehigh Valley

————
i0350

P Session l@ I

Home Preferences 11:53:05 Help  Sign Out

Health Network

| | Browse |

Welcome to the LVHN SSL-VPN Portal, i0350.

Web Bookmarks

it
+
4

Citrix Web Interface

This is for Windows 7/8/10 and Mac users. *Note: Do not install the new Citrix client if you have used Citrix before.

Lawson/Infor

LVH Intranet Website
LVHN Daily

@ Analytics Portal
Citrix Storefront

O oD hoHho O

Windows Files

[® G Dbrive
[@ X prive

Client Application Sessions

Pulse Secure ‘EE;“;

|

16. You can also tell you are connected to Juniper Network Connect by clicking the » at the bottom right of
your screen called ‘Show Hidden Icons’. The icon should look like below (Golden lock with green or grey
circles blinking above it.) When hovered over, it should say ‘CONNECTED’.

&45 AM
6/30/2018
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You can also reconnect to Juniper Network Connect or Pulse Secure by going to your Start Menu on the PC.
See below:

Start Menu > Scroll to the letter J > Juniper Networks > Click on Icon called Network Connect. (For Pulse
Secure: All Apps > P > Pulse Secure) If you weren’t connected before, it will connect you now after you log in
and enter token for two factor authentication.

Pulse Secure
New

J
l Java

l Juniper Networks

Pulse Secure

New

Repair Pulse Secure

New

'?' NC Troubleshooting

=™ REACHit Drive

'?‘ Network Connect

3

Kindle

Settings

Skype
Skype for Business

Sports

Spotify Music

New

Steam

Sticky Notes

e o

Tamo @@ 0

- OR -

17. Once fully connected, you will see the following, we will now be going to Citrix Storefront or

storefront.lvh.com.
- LVHN SSL-VPN Portal - Home X ) New Tab X
& c o @ @ https://intranet.lvh.com/dana/home/index.cg - O W v Nn@o =

= LehighValley
Q Health Network

i

Home Preferences

50

Welcome to the LVHN SSL-VPN Portal, i0350.

E Citrix Web Interface
This is for Windows 7/8/10 and Mac users. *Note: Do not install the new Citrix client if you have used Citrix before.

ﬁ Lawson/Infor (=
& LVH Intranet Website =]
& LVHN Daily =]
E Analytics Portal L=}

im]

- @ citrix Storefront
[ raes || =

& G oDrive
& X prive

Client Application Sessions ||
Pulse Secure Start

18. You will see the following screen after clicking Citrix Storefront.

@ Secure | https//storefrontivh.com/Citrix/LVH eb

Welcome to Citrix Receiver

;‘\ Lehighva"ey Use Citrix Recelver 1o acces: al
Y 1l " s your applications and desktops.
Q Health Network .
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https://storefront.lvh.com/Citrix/LVH_AppsWeb/

**|If you do not yet have a compatible version of Citrix Receiver installed, please visit https://www.citrix.com
to install the latest version of Receiver for Windows.**

19. Please choose Download Receiver for Windows.

LVHN SSL-VPN Portal - Home X € Downloads - Citrix X E Receiver - Citrix

@ & https://www.citrix.com/products/receiver,

CiTRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that
provides access to your XenDesktop and XenApp
installations. With this free download you can access —

i 2 ProGuctivitv Abos Graohics Intensive AGpS!
applications, desktops and data easily and securely nocomgnc
from any device, including smartphones, tablets, PCs

and Macs.

Download Receiver for Windows

About Installing Citrix Receiver

We are making it easier to experience Citrix solutions. Learn more.

Note: In Firefox, the Citrix Receiver.exe install prompt will appear in center of screen. Choose Save File.

LVHN SSL-VPM Portal - Home X ‘ [+ Downloads - Citrix X | [¥ Thank You - Citrix X | + - [m} x

<« C @ © @ hitpsy//y itrix.com/products/receiver/thank-you.html?dient=windows B - 9% LN @O =

Fix to enable Receiver auto-update

Opening CitrixReceiver.exe

Action required to «

A new security certiIRCREEEERLLE
security of Citrix RecliCEE s

whichis: Binary File (41.4 MB)

from: https://downloadplugins.citrix.com

Update functionality
recently released Re|

Would you like to save this file?
functionality. P

Download File
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20. Click the Downloads button ¥ at top right and choose Open File.

LVHN SSL-VPN Portal - Home % | € Downloads - Citrix

CitrixReceiver(1).exe

Open File

CitrixReceiver(1).exe

_El PulseSecureApplauncher(1).msi
Completed — 1.0 MB

Show All Downloads

Fix to enable Receiver auto-update

Action required to continue auto-updates on Receiver.

A new security certificate was recently released to further enhance the
security of Citrix Receiver. However, this certificate disables Receiver Auto-
Update functionality. It is important that you download and install the
recently released Receiver Auto Update Tool to restore Receiver Update
functionality.

Download File

21. The install for Receiver looks like the following. Press Start.

& Citrix Receiver X

Welcome to Citrix Receiver

Citrix Receiver installs software that allows access to virtual
applications that your organization provides, including
software that allows access to the applications that use
your browser.
cimpx

5 - Allow applications access to your webcam and
Receiver microphone.
- Allow applications to use your location.
- Allow access to local applications authorized by your
company.
- Save your credential to log on automatically.

Click Start to set up and install Citrix Receiver on your
computer.

22. Choose ‘l accept the license agreement.’, then Install.

@ Citrix Receiver X

License Agreement

You must accept the license agreement below to proceed.

CITRIX RECEIVER LICENSE AGREEMENT &

This is a legal agreement ("AGREEMENT") between you, the
Licensed User, and Citrix Systems, Inc,, Citrix Systems
International GmbH, or Citrix Systems Asia Pacific Pty Ltd.
Your location of receipt of this component (hereinafter
"RECEIVER") determines the licensing entity hereunder (the
applicable entity is hereinafter referred to as "CITRIX").

v

I accept the license agreement

Install Cancel
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23. You may be prompted to allow the Citrix Receiver program to make changes to your PC. Please choose
Yes. (Installation may take approximately 1-2 minutes or longer depending on machine.)

24. Once install is complete and you see the option for ‘Add Account’ or Finish. Choose Finish.

@ Citrix Receiver X

CiTRIX' :
Receiver

J Installation successful

If you received instructions to set up Citrix Receiver with your
email or a server address, click Add Account. Otherwise, click
Finish, and you can set up an account later.

| Add Account || Finish |

25. If you were prompted to install a ‘Fix to enable Receiver auto-update’, please do so now. Choose
Download File and Save File.

‘ LVHN SSL-VPN Portal - Home X ‘ [ Downloads - Citrix X | [#] Receiver 412 for Windows - 1 X | aF - O X

<« c @ @ @ https:/fwww citrix.com/downloads/citrix-receiver/windows/receiver-for-window o - I LN @O =

Find Downloads "

Fix to enable Receiver auto-update

Citrix Receiver v
Jun 4, 2018
@ 525 KB - (.exe) 8 Download File
Search Downloads Q _ B . B
Action req toc uto-up on Receiver.
A new security certificate was recently released to further enhance the security of Citrix Receiver.
However, this certificate disables Receiver Auto-Update functionality It is important that you download

R
terCertWindows.exe gllReceiver Update functionality.

Support Resources PRI S| Cpening Receiverlpda

You have chosen to open:
Checksu

SHA-256 - €

FAQs & [5 ReceiverUpdaterCertWindows.exe

which is: Binary File (524 KB) | S
from: hitps://downloads.citrix.com

Product Documentation &2

Would you like to save this file?

Export or import

@ What]

restrictions 2

26. Once again, click the Downloads button - at top right and choose Open File.

LVHN 55L-VPN Portal - Home % | € Downloads - Citrix G Receiver 4.12 for Windows - Cit X
citrix.com/downloads/citrix-receiver/windows/receiver-for-window e D t} + IN DO =

<« C @ @ & https:/h &

Find Downloads ReceiverUpdaterCertWindows(4).exe = .

. . Open File
Fix to enable Receiver auto-upda

Citrix Receiver hd CitrixReceiver(1).exe
Jun 4, 2018 Completed — 41.4 MEB =
= 525 KB - [.exe) 8 Download File
= PulseSecureApplauncher(1).msi
Search Downloads Q = H]

. . . 15 oM
Action required to continue auto-up KST" compieted —1.0mB

A e TR e AIE o iimm o mm el

27. After installing Receiver and the Receiver fix update, please close any open browser windows and go to
https://storefront.lvh.com if you are still connected to Network Connect or Pulse Secure. If your
connection was lost, go back to intranet.lvh.com and sign in once more. Once connected, go back to Citrix
Storefront.
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28. Choose Detect Receiver. Select Citrix Receiver Launcher and check Remember my choice for receiver links

like below.
@ Citrix Receiver X ‘ + =] X
&« c @ @ @ https://storefront.vh.com/Citrix/LVH_AppsWeb/ eoe w N @ | =

Just a moment, we're detecting if Citrix Receiver is

Launch Application

iﬁi’fy Le h ig h Val | - : - cessfully, your browser displays a window in
Q This link needs to be opened with an application. ceiver Launcher is an available option. Click
Health Netv Send to:

Citrix Receiver Launcher

Already installed.

Choose other Application Choose...

dﬁemember my choice for receiver links.

Cancel Open link

29. You may see the following screen—sign in with your LVHN SUI and password.

P o - B —
c @ D & ni refrontIvh.com/Citrix/LVH_AppsWel -9 L mm =

% LehighValle = :
& ot Natanrk Need help? Call 610-402-8303.

LVHN Remote Access

Enter your credentials below

Homain\user or user@domain.cor

30. Click your desired application from the list below. It should open like normal after a brief pe

C | e morebone. -t 0

Lehigh Valley 2 =] 8
RN B >
Categores

All Apps

Q@
@
3
S

) -3 H .
= . SR 3 < x . a_
e R

e e & - 9
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31. If this is your first time using Citrix on your workstation, you may see this pop up. Choose Open with Citrix
Connection Manager and check “Do this automatically for files like this for now on”. Choose OK.

@ Citrix Receiver X ‘ o =

&) = (& Q @& https://storefront.lvh.com/Citrix/LVH_AppsWeb/ e @ Q In @

I

elissa Wirth ¥

é Lehigh Valley R] [ 88 A

Health Network FAVORITES DESKTOPS APPS

All Categories Q Search All Apps

\) Details ﬁ Details \') Details \) Details

You have chosen to open:
© bHZoY210cmI4My5SMYXdzb24gSW5mb3l-.ica
which is: Citrix ICA Client (738 bytes)
A Details LVH from: https://storefront.vh.com s @ Details
\'\/ What should Firefox do with this file?

IE9 Lawson | Msite Meditech
Citrix Connection Manager (default) L

(O SaveFile

gDo this automatically for files like this from now on.

ML Details );71 = o s (e Details

My Leave Notepad_t y PeopleFluent
Details Details Details B\ Details
\/ . Lo

PolicyTech PRIDEpoints Remote Desktop RO Epic

== \
& Details \ Details [ 4 Details \3 Details

(] A g = A =

TLC United Way 2016 United Way Web XRM

You should see the following Starting... box then application will open in new window shortly.

© Lawson Infor

Starting...
B —

~

Cancel
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