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Remote Desktop Connection Instructions - Windows 10 A siiuil L

Updated July 2018
Note: For complete Instructions on connecting to WebSSO with a specific browser, please see separate documentation.

1. Open any web browser: Google Chrome, Firefox, Internet Explorer, or Microsoft Edge

2. Type Intranet.lvh.com in the address bar and hit Enter. (Do not use www)
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SSL-VPN Remote Access

Username I:l The LVHN VPN portal will be upgraded on July 7th at 9:00pm. You should not
password [ |  experience any disruption in service. However, Windows XP devices may not be
able to connect after the upgrade. If you are still running Windows XP from

your home computer, you will want to upgrade your operating system (to

Windows 7 or higher).

NOTE: Windows XP has not been supported by Microsoft since 2014.

Attention: Authorized Users Only

This network and its systems are the property of Lehigh Valley Health
Network and may only be used and accessed for legitimate business purposes.
All Users have a responsibility to use LVHN's computer resources and the
Internet in a professional, lawful and ethical manner. Misuse of the computer
network or the Internet may result in disciplinary action, as per LVHN policy, or
legal liability.

3. Sign in with your LVHN Credentials (SUI and Network Password)

4. If you haven’t done so already, you will be prompted to sign up for two factor authentication. You may
use Imprivata ID, an application available in the Google Play or Apple App store or by entering your 10
digit cell phone number. If you do not wish to use Imprivata ID, skip to step 9 and enter S to skip on screen
now.

For Imprivata ID or SMS Text

5. To proceed with Imprivata ID enrollment, you will need to install the Imprivata ID app from the App Store (for
iPhone) or Google Play Store (for Android devices)

@ App Store ssccc T 3:04 PM 2% >

Imprivata

E oy Imprivata D

Imprivata ID adds an extra layer of
security to your account and keeps it safe
from hacking attacks.

For optimal use, allow:

« Notifications
- Location Services
+ Bluetooth Access

== i3 imprivata’
6. Open the app and Continue
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https://intranet.lvh.com/

7. Send Notifications set to Allow and Access Location to Allow

ulmprivata ID" WOUId Like tO Allow "Imprivata ID" to

o . access your location even
Send You Notifications v

when you are not using the
Notifications may include alerts,

app?
sounds, and icon badges. These can

. ) . We will only use your location to
be configured in Settings. activate Hands Free Authentication if it

is available in your facility.

Don’t Allow Allow

Don’t Allow Allow

8. Enter the 12 digit Serial Number found in the Imprivata App on your smartphone (Starting with IMPR) Do not enter

spaces. Press ”Sign In”

Enter these codes when prompted to

enroll Imprivata ID

Serial Number
IMPR 3072 0011

Token Code

442239

i,
W,
W

28
£5 imprivatar
Challenge f Response

Challenge: Enroll Imprivata ID (TM) in 4 steps. (1) Install the Imprivata ID app on your smartphone, (2) Open the app, (3) Locate the 12
character Serial Number and enter it below, or enter S to skip.

Enter the challenge string above into your taken, and then enter the ona-time response in the field below.

You will then be prompted to enter the 6 digit token code found on your cell phone. (There is a 30 second timer to enter
this code before it refreshes to a new code) Press Sign In.

9. If you do not wish to enroll with Imprivata ID, this is the step you’ll use. If you wish, you may also enroll a 10 digit

cell phone for SMS text message verification (Both are not required, but at least one must be chosen) If only using
Imprivata ID, enter ‘S’ to skip and “Sign In”.
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Challenge / Response

Challenge: Enroll SMS code verification in 2 steps. (STEP 1) Enter your mobile phone number with area code, or enter S to skip. Message and
data rates may apply.

Enter the challenge string above into your token, and then enter the one-time response in the field below.

10. Every time you log into the portal from now on you will receive one of the following prompts on your cell phone.
Simply press Approve to accept the connection request to the Intranet or, if using SMS, enter the 6 digit token.

wll AT&T = 7:00 AM < 98% wmm)

) .o ®

+1(781) 676-3201

Text Message

Imprivata ID Today 6:48 AM

Approve this access request. i i
303201 is your Imprivata one-
time verification code.

Deny Approve

11. In Internet Explorer, you will see the below screen for either Network Connect or Pulse Secure.

O
2 https://i Ivh.com/d /ncrun.cgitlaunch_nc=18&redir_url=/dana/home/index.cgi I ~ & O || Search.. o~ t @
& LVHN SSL-VPN Portal - Puls... *
File Edit View Favorites Tools Help
éLehighValley T
Health NetWOrk chgi;’”:"ss. Home Preferences 11:59:45 ::p Sign Out
‘ | Browse I

Please wait...

Launching Pulse Secure. This may take from a few seconds to a couple of minutes, depending on your bandwidth.

If an error prevents the Pulse Secure from loading properly, you can:
o Check browser compatibili
« Continue. Not all functionality may be available.

12. You may see the following prompts on screen a few times. Press Yes on each box.

ﬁ PulseSetupClientOCX64.exe Pulse Secure Component Manager Installer

Verified publisher: Pulse Secure, LLC

Verified publisher: Pulse Secure, LLC
File origin: Hard drive on this computer

File origin: Hard drive on this computer

Show more details

Show more details

| &
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13. In Chrome, Edge, and Firefox browsers, you will see the following screen first where the program is
searching for the Network Connect or Pulse Application Launcher. It requires this program for these

€ C | @ Secure | httpsy/intranetivh.com/dana/home/psalwait.cgi?app=pulsefib=%2Fdana%2Fhome%2Findex.cgiic=%2Fdana%2Fnc¥%2Fncrun.cgi%3Flaunch_nc%3D1%26redir_uri%3D%2Fdana%2Fhome%2Findex.cqi%26psalapp%3Dpulsedival=34cd46453eeecales

d Lehigh Valley
Health Network

Searching for the application launcher...

51

If you know that the application launcher is not installed, skip the wait and download now

1 you do not want 20 procssd, pieass click hers to go back.

ABOVE example is in Google Chrome.

. , - i . Download
If it doesn’t detect that the launcher is installed or you know it is not installed yet, choose .

1/ [ Puise Application Launcr X

<« C | @ Secure | httpsy/intranet.ivh.com/dana-na/setup/psaldownload.cgi?b=/dana/home/index.cgific=/dana/nc/ncrun.cgi%3Flaunch_nc%301%26amp%3Bredir_url%3D/dana/home/index.cgi%26amp%3Bpsalapp%3Dpulse8app=pulse
Lehigh Valley
Health Network

It appears that the application launcher is not installed. Download now to proceed.

Or, if you still believe that the application launcher is already installed, you can Try Again to find it.

1 you do not want to procesd, please click hars to go back.

(After the timer counts down, it’ll automatically show the above screen if the launcher is not yet installed.)

14. After selecting Download, press the small box at bottom left which is the Application launcher
download.msi
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[ Puise Application Launc! X

€

hitps//intranetivh.com/dana-na/setup/pealinstall.cgizb=%2Fdana%2Fhome%2Findex.cgis
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d Lehigh Valley
Health Network

e o e e o b o P

Click "Run”
Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.

We recommend selecting "remember” and "always"” during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

F

1f you do not want to proceed, please click here to go back.

‘ # sulsesecureappla..msi A

15. It may ask “Do you want to run this file?” Click Run.

16. Once installed, it’ll state the Pulse Application Launcher has been installed successfully.

After the application launcher has completed downloading, follow these installation steps.

Do you want to run this file?

Neme! .admin\DownloadsPulseSecureAppLauncher.msi
Publsher. Pulse Secure. LLC

Type: Windows Installer Packsge
From. CWsers\admin\Downloads PulseSecureAppLay..

@3 Pulse Application Launcher

1% PulseSecureApplau...msi

@ Pulse Application Launcher has been installed successfully.

lick “Run”

Once you have completed the above steps, click HERE to continue with the Pulse Secure launch.
We recommend selecting "remember" and "always" during the installation process.

Once the Pulse Secure application is installed and started it will appear in your system tray.

T

rerEEy

If you do not want to proceed, please click here to go back.

17. Follow step on screen that states, “click HERE to continue with the Pulse Secure launch.”

Remote Desktop Connection — Windows 10 Lehigh Valley Health Network July 2018



18. The following screen will appear again, this time with a new pop up asking to Open the Application

Launcher. Check the ‘Always open these types of links in associated app’ box and choose

Open Pulse S tion Lsuncher .
SO A button like below.

4 Lehigh Valley Open Pulse Secure Ap..ation Launcher?
Health Network g ey idcsailgp
(o]
Searcnmg Tor e appncanornT taurcner. ..

43

If you know that the application launcher is not installed, skip the wait and download now

1f you do ot want to proceed, please click here to go back.

ABOVE Chrome Pulse Application Launcher. Network Connect will look similar.

<« i E3 Pulse Secure Applicatiol X I-I- v — o X

e O B https:/intranetivh.com/dana/home/psalwai

Lehigh Valley
Health Network

gi?app=pulse&b=%2Fdana%2Fhome%2Findex.cgidic=%2Fdana%2Fnc% * {E Z\_ IQ

Searching for the application launcher...

Did you mean to switch apps?

Did you mean to switch apps?

"Microsoft Edge” is trying to open “Pulse Secure Application Launcher”.

If you K

If you do not want to proceed, please click here to go back.

ABOVE: Microsoft Edge will have a different pop up of, “Did you mean to switch apps?” Choose YES.
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Pulse Secure Application Launcher X l+ = o X

= ttps://intranet.lvh.com/dana/home/psalwait.cgi?app=pulse&b=%2Fdana%2Fhome%2Findex.cgi& suy
< c @ | © & nhttps://i Ivh.com/dana/home/psalwait.cgi?app=pulse8tb=%2Fdana%2Fhome%2Findex.cg 9w N @

4 Lehigh Valley
Health Network

Searching for the application launcher...

Launch Application 5

This link needs to be opened with an application.
Send to:

Pulse Secure Application Launcher

Choose other Application [ Choose...

If you know that the ap skip the wait and download now

[ Remember my choice for pulsesecure links.

This can be changed in Firefox's preferences.

ABOVE: Firefox Browser will show the following. Check “Remember my choice for pulsesecure links.” And Open Link.

19. You may receive 3 or more pop ups asking, “Do you want to allow this app to make changes to your
device?” Press Yes or Always if that is an option.

ﬁ PulseSetupClientOCX64.exe [ Pulse Secure Component Manager Installer
Verified publisher: Pulse Secure, LLC Verified publisher: Pulse Secure, LLC

File origin: Hard drive on this computer File origin: Hard drive on this computer

Show more details Show more details

LL Yes | No

20. It will show Pulse/NC downloading and installing like below.

4 Lehigh Valley
Health Network

Welcome to the LVHN SSL-VPN Portal, i0350.

Citrix Web Interface Q
This is for Windows 7/8/10 and Mac users. *Note: Do not install the new Citrix client if you have used Citrix before.

u]

Lawson/Infor
[& LVH Intranet Website

LruJiw R |

& LVHN Daily_
Analytics Portal
Citrix Storefront

©

Setup: Pulse Secure

[ G Drive Downloading Pulse Secure. Please wait...

[@ X Drive
Dowrload 80% complete.

B rulse secure
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21. Once connected, you should see the following screen:

[ LVHN SSL-VPN Portal - - X

| € = €| @ secure | hiips/imvanet ivh.com/dans/non
Lehigh Valley

Q Health Network

Vrelcome to the LUHN SSL-VPN Portal, 10350.

@ Citrix web Interface.
This s for Windews 7/8/50 3nd Mac users. ™I
@ Lawson/Infor
(@ LvH Intranet Website
@ LvHN Daily.
@ Analytics Portal

@ citrix Storefront
[ e I B
@ G Drive

& XDprive

EErrr— Ik

B puise Secura

22. You can also tell you are connected to Juniper Network Connect by clicking the » at the bottom right of
your screen called ‘Show Hidden Icons’. The icon should look like below (Golden lock with green or
grey circles blinking above it.) When hovered over, it should say ‘CONNECTED’.

If you have Pulse Secure, it’ll look like the following once connec

8:45 AM
0.
= S @ ) 6/30/2018

You can also reconnect to Juniper Network Connect or Pulse Secure by going to your Start Menu on the

PC. See below:
Start Menu > Scroll to the letter J > Juniper Networks > Click on Icon called Network Connect. (For

Pulse Secure: All Apps > P > Pulse Secure) If you weren’t connected before, it will connect you now
after you log in and enter token for two factor authentication.
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Pulse Secure
New

J
l Java

. Juniper Networks

Pulse Secure

New

Repair Pulse Secure
New

'9‘ NC Troubleshooting

'?‘ Network Connect

" REACHit Drive

Kindle

Settings

Skype
Skype for Business

Sports

Spotify Music
| New

ﬂ McAfee Central

-

& Back

Steam

Sticky Notes

- OR - Il € o

27. Once connected, please open Remote Desktop Connection. It will be under Start Menu > W >
Windows Accessories > Remote Desktop Connection.

W

. Windows Accessories
Character Map

Intemet Explorer

Math Input Panel

Notepad

Paint

Remote Desktop Connection
Snipping Tool

Steps Recorder

Sticky Notes

Windows Fax and Scan

TH g H N0 a8

File Explorer

Windows Journal

@ Settings

WordPad

I ¥ XPS Viewer
(© Power

l Windows Administrative Tools v

= All apps == GT .
ack

Search the web and Windows ) = O 1
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The following screen will be displayed. (Fig 6). Enter your work workstation number (ie: W1234)

*] Remote Desktop
»< Connection

Computer: [ wnnnn lvh .com

Username: None specfied
You wil be asked for credentials when you connect.

(x) Show Qptions B> [ Comea || b |

Example W1234.lvh.com

23. It will now ask you for your credentials, please select the option that says Use another account and log
in as follows: LVHHN\sui then network password.

Enter your credentials
These credentials will be used to connectto

sandbox

’ Password

|
|D Use another account

Remember my credentials

a —— Can;gl_g,‘)
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24. You might see the below screen, press “Don’t ask me again for connections to this computer” and
then ‘Yes'.

This problem can occur if the remote computer is running a version of
Windows that is earlier than Windows Vista, or if the remote computer is not
configured to support server authentication.

For assistance, contact your network administrator or the owner of the remote
computer.

[ ] Dont ask me again for connections to this computer

—

25. You should now successfully be connected to your remote computer.

26. When you are done, please remember to sign out of Pulse Secure/Network Connect.
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